NAMATKA NO NOAKNIOYEHUIO K UT-PECYPCAM KNIACTEPA T1

KAK NOAKNMIOYUTbCA?

1. B aeHb npuema B Knacrep T1 B Bawem noytoBom amke Tl KoHcanTuHr (xxxx@t1-consulting.ru)
HaliAMTe NMUCbMO OT Nonb3oBaTensa 3apyukuii Hukuta Uropesud (nzarutskiy@tl-integration.ru).
Tema nucbma: «YuetHasa 3anucb T1!». B nucbme Bbl HaliaeTe CBOW HOBbIE IOFTMH U NApPo/b OT
yuyeTHoi 3anucu T1 ans noakntodeHua K noyvte 1 npoumm UT-pecypcam Knactepa T1.

2. HacTtpoiTe nouTty, cnegys MHCTPYKLMU HUMXKE MO TEKCTy. Tenepb B Bawem KaneHte Outlook Bam
6yayT AOCTYNHbI Cpasy 2 NOYTOBbIX ALWMKA: B AoMeHe @t1-consulting.ru u B someHe @t1.ru.

3. Hactpoitte nogkntoueHme VPN, cnesya MHCTPYKUMKM HUKe Mo TekcTy. [Mocne atoro Bam byayT
AOCTYMHbI UHPOpPMaumoHHbIe pecypcbl Knactepa T1, B Tom yncne noptan https://www.ts/

NOAMNMNCAHUE AOKYMEHTOB B HR-LINK

4. BHumaHue! Kagposble agoKymeHTbl Ha npuem B K940 HR-link npuayt Bam Ha HoBylo nouty B
pomeHe @tl.ru. Mpwu Bxoae B HR-link He06X0AMMO MCMOb30BaTb ONUMIO «BoiTh Yepes T1» (Kak
MOKa3aHO Ha CKPUHE HUXKE MO TEKCTY).

BoiTn B HR-Link

Boiitn yepea T1 Consulting = \

Bo#iTk uepes inno

Bo#Ti yepea T1 QQ

Boittn uepes T1 In

BoiiTh yepesa Servionica y
Bo#Tk uepes LN p

Ecav npu nogkntoveHum K pecypcam T1 4To-TO NOLWINO HE TaK — CPOYHO NULLUTE
Ha agpec Texnogaepkm sd@inno.tech

UHCTPYKLIUU
[06aBNEHME MOUTOBOIO ALLUMKA TL....ooooiiiiiiiiii ettt e e tee e e e ete e e e e eatee e e esabaeeeeeabaeeeesabeeeeennsens 2
Hactpoika VPN gns yuyetku T1: UmnopT cepTUPUKATA ANA VPN. ...t 4

Hactpoiika VPN gna T1: MNogknoueHne K VPN (CisCOo any CONNECE) ...........ccccvvvevieeecieiecieeciee e 8
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HobasneHne no4ToBoro AwmKa T1.

1. B outlook HaxaTb «®Paiin»
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2. HaKaTtb «+ 006aBUTb YY4ETHYIO 3aNnNCb»

= CBeaeHus 06 yUeTHOM 3anucu

{7) Coeserua
|H nzarutskiy@t1-integration.ru .
OTkphITh 1 Microsoft Exchange
Caxpanurs Kak HacTpoyika yueTHbIX 3anucen
% zmeHnTE NnapameTpel ANA 3TOR YYETHOM 3aNUck nAKn
Coxpanuts H-‘C'Pﬂﬁﬂ!':'e'“'hlx YCTEHOBUTE BONBLUE COBAMHEHNIT,
BNOMEHNA sanmcen = JlocTyn k 37oii yueTHoii 3anuck Ha seb-caiite,
https://mail.t1-integration.ru/owa/
Meuats " [lonyuuts npunoxexue Outlook gna i0S wau Android.

VEmennTe

3. BBecTV agpec 3/IeKTPOHHOM NoYTbl «login@tl.ru» n HaxkMmaem «MogKAUNTEY»
. o

e Outlook

1.

3NeKTPOHHBIA agpec

mtestovaya@t1 .ru\

2

\ JononHnTensHeIe NapaMeTpeal v

MogKnYATE




4. Bbibupaem «Exchange»

E Outlook

PaclumpeHHan HacTpokkKa

Jd & Rk &

Microsoft 365 Outlook.com Exchange Google

~ & R

IMAP Exchange 2013
wnu Bonee
paHHAR BEPCKA

Hazag

5. B oKHe aBTOpM3auuM HarkMmaem «bobliue BapnaHTOB» BblibMpaem «Mcnoib3oBaTb Apyryto
YUYETHYIO 3anmncb»

== BezonacHocTe Windows

Microsoft Outlook

MogknoueHwe k mtestovaya@tl.ru

Mmna nonnaoeartens

Mapons

Domen: T1

| | 3anoMHWTE yYETHbIE AaHHbIE

bonbwe Ba PHaHTOB




6. Muwem AoMeH\NOrMH 1 Napob:

t1\login

1= BesonacHocTe Windows

Microsoft Outlook
MogknioueHne k mtestovaya@tl.ru
tIymtestovaya

Domen: t1

3anoMHWTh YUYeTHEele AaHHbBIE

Bonblwe sapuaHToB

I e Wcnonbaoeats 4pyryto YUETHYHO 3anMch

Moakniouute cMapT-KapTy

7. MNocne sToro nepesanyckaem npunoxeHune Outlook. B neBoM MeHIO NOABUTCA NOYTOBbIN LUK,

Hactponka VPN gnsa yyetkn T1: Umnopt ceptudmkata ans VPN.

1. Bam Ha nouTy npuAageT cooblieHne c cepTuduKaTom ana nogkatodeHuns K VPN.

FW: ceptudukat gna vpn nogkntoueHna (vpnl.ti.ru)

L

Komy Nikita | Zarutskiy

1 nzarutskiy.pfx
= TKB

[obpeii geHb.

XOCT AnA nogknodedna - vpnl t1.ru
cepTUHKAT ANA VPN NOAKMIOYEHHA:

naponke A4nA umnopta cepTudpmkara : ijgeoijgjdoigh8s




2. Heobxoanmo Ha ¢alin BO BAOXKEHMMN HaXKaTb NPABOM KHOMKOMN U KNMKHYTb «OTKPbITbY

nzarutskiy.pfx
TKE

Mpocm

OTkpeiTe

EI:-I CTpaA NEHaTh

PaHWTE K3k

PaHWTE BCE BAO
¥nanute snoxceHne
Konupoeate

l¥ BelaennTe Bce

OTKPBITHE BNOMKEHWA X

0 CnegyeT oTEPBIEATE BENOXEHWA, NOAYHEHHEIR TOABKD W3 38CAYHNEIHD WMWY 062 PKWA WCTOYHWEOE.

BnomeHue: nzarutskiy.pfx nz Bxogawme - nzarutskiy@t1.ru - Outlook

OTEPBITE 3TOT QA MAK COXPAHKWTE Er0 HA KOMMNBDTEpe?

OTEpHEITE CoxXpaHwTe OTtmeHa

Bcerga cnpalWwKEaTE NPW OTKPEITHA TaKWX Gannoe

4. Hakmmaem «[anee»

£* MacTep nMnopTa cepTUdHKATOE

Macrep umnopra ceptidpmKaToB

3ToT MECTEP NOMOrEET KOMWPOBaTE CERTURMKATEI, CMMCKK LOBEPWA W CTIMCKK 0T3kIBa
CEPTHOMKATOE C NOKANEHOr0 AWCKE B XPaHWUNMLLE CEpTUdMKaTOE,

CepTUdMKAT, BolAaHHEIR LEHTPOM CepTUMKALIN, ABNAETCA NOATBEPHAEHMEN BALIEA
MMHHOCTH W COAEMHHT MHOOPHALMID, HeoBXoaMMYHD ANA SALMTEl AEHHEIX MAH
YCTAHOBNEHWA 3ALUMILIEHHEIX CETEBLIX NOAKNIOYeHMA, XpaHuiviLe cepTudmMKaTos —
3T0 0BN&CTE CHCTEME, NPEOHESHEYEHHEA ANA XPEHEHUA CEPTHOMKETOR,

PacnonoweHne XpaHunuiLa
© Texywui nons3osatens

() NoKansHGIi KoMMBTER

[N NpoAOTKEHA HEXMUTE kHonky "Hanee”,

Hanee COtraeHa

5. Haxumaem «anee»



€ L% MacTep umnopTa cepTudunkaTos

Wmnoprupyesmiii dain
YiakuTe $aiin, KOTopeIA Bl XOTMTE MMNOPTHPOBATE.

Wna daina:

Windows\INetCache\Content. Outlook IFTT IKAZ \nzarutskiy. pfx| 0Ofzop...

3ameyaHue: cieaytowwe dopMate! Gaiinos MoryT cogepaxaTte Honee ogHoro
CEPTUMKETE B 0AHOM dakine:

Paiin ofiMeHa NMqHoA WHbopMaLei - PKCS #12 (PFX,.P12)
CtaHaapT Cryptographic Message Syntax - ceptudmkatel PKCS #7 (.p7h)

¥PAHUMMLLE CEPMANWSOBaHHEIX cepTudmkaTos (L55T)

Janee Otmena

6. B none «[laposb:» HEOOXOAMMO CKOMMPOBATb Mapo/b, KOTOPbIA Obln

cepTuduKkaTom. NMapameTpbl octTaBasem 6e3 usmeHeHu i

a nzarutskiy.pfx
= TKB

[lobpriid AeHb.

T ANA Nogrnoyedua - vpnl.t1.ru

ce |J'I'I-‘I¢)Ir|l(aT ANA vpn NogrnoyYeHHa:

naponk OAMA HMNOpTa cepTuduE ljgeoijgjdoights

€ L% MacTep nmnopTa cepTudmkaros

JalMuTa C NOMOWLLIO 33KPLITOTO KAKOUZ

[ns obiecneqenina Be3oNacHOCTH 3EKPLITEIA KDY SaILMLLEH NaponeN.

BseawTe Naponk ANA 3aKPLITOMO KNKYa,

MNapone:

([ MoxassiBaTs napons

MapaMeTpel MMNOpTa:

|:| BRAKWMTE YCMNEHHYHD 3ELLMTY 3aKPBITOro Knoda, B 3ToM cnyyae npy Kawaom
WCNONb30BE3HWN 3aKPbITOM0 KNoYa NPUACHEHWEM EYD.ET 3aNpaWMBaTECA
DE3DEWEHNE,

([C)MomeTnTe 3TOT KINIOY KaK 3KOOPTMPYEMEIR, YTO NOSBONMT COXPaHATE
DE3EPEHYID KOMMIO KNK4a M MEPEMELLATL £ro.
SawmTa 38KpBITOro KAkoYa C NoOMOoLWbHD GesonacHoil BMPTyanusawm
(HesKODTHDVEMBIIA)

(B BxnrouMTE BCE PACUMPEHHBIE CBOICTER.

Janee OTmena

7. Haxumaem «Janee»

npucnaH B nNucbme C
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“% Mactep umnopra cepTudukatoe

Xpanwnuue cepTuhuKaToR

XPEHUNMILE CEPTMAMKETOE - 3TO CUCTEMHBIE 0BNACTH, B KOTOPEIX
XPEHATCA CEpTUGMKATEI,

Windows aBTOMaTHHECKKM BEIBEPET XPEHHUMKLLE, MIM Bbl MOXKETE ¥Ka3aTb
PECNONOXEHUE CEPTUDMKETE BPYHHYIO.

O AsTomMaTMueCkM BEIGPATE XPAHWTMILE HA OCHOBE TMNE CEpTMdMKETE

() MoMecTHTE Boe CEpTMMKETE B CIEAYIOWEE XPAHUIMLLE

Obzop...

8. Haxmmaem «loToBO»
_

Otmena
e

% MacTep uMnopTa cEpTHhUKATOR

3aBeplLueHMe MacTepa MMNopTa cepTMdUKaToB

CepTudukaT ByaeT MMNOPTMPOBaH NOCNE HEKATWA KHOMKK ToToBo™
Beink yKasaHs! CIed yHOLWME NapaMeTphl:

CogepxrMoe
daiin

PFX

R TN (PR ] AETOMaTHYECKMIA Boibop MaCTEpoM

C:\Users\nzarutskiy\AppData L ocalMicrosoftly

loToEO Otmena

e
N
9. MmnopT ycnewHo BbINOAHEH
-

TN
LN

MMI‘IUFIT YINEWHD BRINOAHEH.
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Hactpoika VPN ans T1: Noakntovenne K VPN (Cisco any connect)

1. OTKpblBaem NpUOKeEHKUE CiSco any connect. §
2. B none Host nuwem vpnl.tl.ru n HaxkMmaem «logknoveHue».,

8 Cisco Secure Client — >

AnyConnect VPN:

' [oToOBO K NOAKAKDHEHMKD,

|'u|:|nl.t1.ru| v| [ MNogknoYeHre J

S0) ol

3. Heobxogmmo BBECTU NapO/b OT YYETHOM 3anucK T1 n rotoso

€9 Cisco Secure Client | vpn1.t1.ru x
BEEaMTE MMA NOMNLS0EATENA W Napont.
MMA NoNbZ0BaTENA: nzarutskiy@t1.ru
Password: |
QK OTMEHE
L M
% Cisco Secure Client — >

AnyConnect VPM:

p MoakniodeHo & vpnl.tloru,

00:00:04 (Octanock: 11 Hours 59 Minutes) IPv4

1o O] L




